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ABSTRACT

Java programs manipulate objects by adding and removing
these objects from collections and by putting and getting
objects from other objects’ fields. Convoluted object histo-
ries complicate program understanding by forcing software
maintainers to track the provenance of objects through their
past histories. This paper presents a novel approach which
answers queries about the evolution of objects throughout
their lifetime in a program. On-demand answers to ob-
ject history queries aids the maintenance of large software
systems by allowing developers to pinpoint relevant details
quickly. We describe an event based, flow-insensitive, inter-
procedural program analysis technique for computing object
histories and answering history queries. Our analysis tech-
nique uses pointer analysis to filter out irrelevant events in
an object history and uses prior knowledge of the mean-
ings of methods in the Java collection classes to improve
the quality of the histories. We present the details of our
technique and experimental results using open source Java
benchmarks.

1. INTRODUCTION

Understanding large software systems is typically a dif-
ficult and time-consuming task. A key reason that large
systems are difficult to understand is that systems contain
masses of implementation details, making it hard to find
a particular implementation detail needed to solve a prob-
lem at hand. In particular, programs often store objects
to the heap and then later retrieve these objects. Java pro-
grams also often put objects into Java collection classes such
as ArrayList and then later get objects back from these
classes. To successfully understand the program, a devel-
oper must be able to trace the provenance of an object, not
only through the code of a method at hand, but also back
through its history on the heap.

In this paper, we propose object histories, which succinctly
describe the evolution of objects in Java programs as they
pass through the heap. Object histories summarize the
events that an object undergoes throughout a program’s ex-
ecution. Events include instantiation, reads from other ob-
jects’ fields or from collections, writes to object fields or col-
lections, and being returned from a method call. Our event-
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centred approach eliminates the need to construct an large
and unwieldy interprocedural program dependence graph.
We instead use pointer analysis information to filter out ir-
relevant events from our object histories before presenting
the results to the developer.

Our basic approach uses a field-based technique and stores
a collection of program events. Events include heap reads,
heap writes, uses of method return values, and object instan-
tiations. Note that heap accesses include not only field ac-
cesses but also Java collection accesses; for instance, our sys-
tem understands a call to java.util.Collection.add
and treats it as a change to the appropriate object. Because
collections are ubiquitous in Java programs, we believe that
special treatment for accesses to collections greatly aids pro-
gram understanding.

When an event references a heap location, our analysis
abstracts that heap location by storing the fully-qualified
field name with an abstraction of the base object.

Consider first a read from a field:

x = o.f.

Given a query for the history of x, our approach would re-
turn all events E which write to o. f, as well as all events
which write to heap locations read by events e € E.

We next extend the brief example with a field read: o.f
= x; y = p.f; If we know that o and p may not alias,
then we should not report the write o. f = x as part of the
history of y. Of course, the same holds if o and p are collec-
tions. We therefore filter our query results using points-to
information to remove irrelevant results.

Consider the following program:

class C {
Object f, g;

public static void main(String [] argv) {
new C(); m = new C(); y = new Object ();
= new Object ();
Y
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We compute the history of z in main () as follows. We
observe that z is assigned from a read of field g of an object
of class C. Our field-based analysis tells us that the field write
at statement 9 is related to the read of C. g at statement 10,
so the value for z comes from the local variable x. The same
local variable x is read from field C. £, which was written at
line 7 from variable y. This branch of the history terminates
at the instantiation of y at line 5. We filter out the other



write to C.f at line 6 because its base object, m, may not
alias the base object o at line 8.

Object histories report all of the events that may happen
to an object. Histories start from a given program point,
and include all related program events (both in the past and
the future, for objects that are stored on the heap at some
point). In particular, object histories include field reads and
writes as well as collection manipulations involving the ob-
ject, and reach back to the original instantiation points of
the object.

1.1 Contributions

This paper makes the following contributions:

e the notion of object histories, a collection of relevant
events which affect an object throughout its lifetime in
a software system;

e an algorithm for computing object histories and for
filtering histories using pointer analysis information;

e an implementation of our algorithm; and

e experimental results from using object histories on a
number of realistic benchmark programs.

2. MOTIVATING EXAMPLE

We next present a more in-depth example which explains
our algorithms for computing sets of events as well as for
querying these sets. Section 4 presents our experience with
object histories on a number of real benchmark programs.

2.1 Basic Approach

Figure 1 presents an example program which we use to
illustrate our approach. We start by presenting the basic
approach, where we only use fully-qualified field names to
match events; Section 2.2 explains how we leverage points-to
analysis to improve the results of the basic analysis.

Figure 1 presents a short Java program which exhibits
interesting heap and collection-based behaviour; in particu-
lar, it creates a pair of Objects, stores them in collections,
and retrieves them again. To make our example even more
interesting, we use helper methods to store and retrieve ob-
jects from the collections, thus necessitating interprocedural
analysis techniques. Figure 2 presents the Jimple [?] inter-
mediate representation code for main () from Figure 1; we
have included it to show some of the temporary variables
which occur in the subsequent figures.

Preprocessing Phase.

The first stage of our tool computes intraprocedural ob-
ject histories for all non-library methods in the input pro-
gram. In our example, we would say that local variable a in
main () comes from the new Object () statement at line
22 in Figure 1, while the temporary local variable temp$5
comes from the call to n.addToL () at line 24. The in-
traprocedural histories underlie the events making up our
object histories.

Second, we use the intraprocedural object histories to con-
struct field and method summaries, which consist mainly
of events. Figure 3 presents the events in our example.
Field summaries group together all events which may change
a particular field. For instance, Figure 3 contains a field
WRITE event for line 7, as well as corresponding READ

events of the same field at lines 10 and 13. Method sum-
maries contain a set of events for each method, along with in-
formation about parameters and return values of the method.
All of the events in Figure 3 from lines 19 through 29 belong
tomain ().

Answering Queries.

The method and field summaries enable us to answer ob-
ject history queries. Figure 4 presents (lightly reformatted)
output from our object history browsing tool on a query
about the x variable in the main () method. First, we
use the intraprocedural object histories to report that x is
the return value for call to the bar () method on line 29,
emitting the first INVOKE event in the output. The sum-
mary for bar () informs us that it returns the return value
from foo (). Next, we find that the method foo () re-
turns the value returned by a call to a collection method,
ArrayList.get ().

We recognize the call to get () asa COLLECTION_READ
call to a collection method and retrieve the collection by
seeking information about the base object, temp$0 for method
foo (). The intraprocedural object history informs us that
temp$S0 is a return value from the getList () method,
which returns the 1ist field from some object of class M
(as seen in the READ event at line 13).

We can therefore match the COLLECTION_READ from
the 1ist field with the COLLECTION_WRITE event on
line 10. We continue by investigating the source of the pa-
rameter a in addToL (). The intraprocedural object history
informs us that a was formal parameter 0 to the addToL ()
method, so we need to consult all calls to addToL () and
find out what the corresponding actual parameters were.

The call graph reports that there are two INVOKE events
on addTolL (), one at line 25 of main () and one at line 26
of main (). The provenance of actual parameter 0 in the
call at line 25 was the NEW event on line 22, while the
provenance of the parameter in the call at line 26 was the
NEW event on line 23.

2.2 Filtering

During our preprocessing phase, we also record points-to
sets when they are relevant to program events. These sets
enable us to improve our responses to queries by discarding
irrelevant information.

When we apply our filtering algorithm to the example
from Figure 1, we obtain almost the same results as in Fig-
ure 4, except that we omit the call to n.addToL (). Note
that our filtering is transitive: even though neither variable
n nor variable m has any direct relationship with the queried
variable x, our technique knows that only the calls where
the receiver object of the addToL () call may alias the pa-
rameter to bar () are relevant.

We explain the operation of our filtered query. As be-
fore, we are retrieving the object history of variable x in the
main () method. Once again, we traverse the return value
information in our method summaries to reach the foo ()
method. Because our approach is context-insensitive, we
have one points-to set for the possible arguments of foo ().
This points-to set pts(m) contains the object m instantiated
at line 19. We then visit the event COLLECTION_READ. This
time, we filter the matching COLLECTION_WRITE events
and throw out the ones which have a base object that may
not alias m, namely the call to n.addToL () at line 26 of
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1 public static void main(java.lang.String[])
2
3 java.lang.String [] args;
4 M m, temp$0, n, temp$1;
5 java.lang.Object a, temp$2, b, temp$3, x, temp$7;
6 boolean temp$4, temp$5;
7 Main main, temp$6;
2 args := @parameterO: java.lang.String [];
10 temp$0 = new M;
11 specialinvoke temp$0.<M: void <init >()>();
12 m = temp$0;
13 temp$l = new M;
14 specialinvoke temp$l.<M: void <init >()>();
15 n = temp$1;
16 temp$2 = new java.lang.Object;
import jaVa cutil. ArrayLiSt; 1; ;p:cé:li‘i;é\;o.ke temp$2.<java.lang.Object: void <init >()>();
19 temp$3 = néw java,lang:Object; ) . o
class M { g(l) }ipictl:,lnlpn$‘;50;ke temp$3.<java.lang.Object: void <init >()>();
private ArrayList list; Ba T aslean addToL (java  lang . Object)>(a);
24 temp$5 = virtualinvoke '
25 n.<M: boolean addToL(java.lang.Object)>(b);
public M() { o emnte = e ain s 0 et ce s 0r
list = new ArrayList (); 25 main o vemps | PROSMains veld <init>0>0;
29 temp$7 = virtualinvoke
30 main.<Main: java.lang.Object bar (M)>(m);
public boolean addToL(Object a) { 3 x = temps7;
return list.add(a); 33} '
public ArrayList getList () { Figure 2: Jimple IR code for Main.main ().
return list;
}
}
. . 7 NEW (ArrayList)
public class Main { _ , 7 WRITE (M.list, temp$0)
public static void main(String [] 10 READ (temp$0 M.list)
Mm = new M(); 10 COLLECTION_WRITE (temp$0, a)
M n = new M(); 13 READ (temp$0, M.list)
. . 19 NEW (M )
Object a = new Object (); 20 NEW (M
Object b = new Object (); 29 NEW (ObJECt)
23 NEW (Object)
m.addToL (a); 25 INVOKE (m.addToL, a)
n.addToL (b); 26 INVOKE (n.addToL, b)
_ _ . 28 NEW (Main)
Mal.n maln = new Main () ; 29 INVOKE (main.bar, m)
Object x = main.bar (m); 35 INVOKE (m.getList)
// @ and a aliased after bar() 35 COLLECTION_READ  (temp$0)
38 INVOKE (foo, m)

System.out. println (x);

}
public Object foo(M m) {
return m. getList ().get (0);

}

public Object bar (M m) {
return foo (m);

}

}

Figure 3: Events in the Example Java Program.

Object history for method: <Main: void main(java.lang.String[])>

and variable: x

. from INVOKE of method: <Main: java.lang.Object bar(M)> (ln 29)
Looking up Return Value for method: <Main: java.lang.Object bar (M)>.
. from INVOKE of method: <Main: java.lang.Object foo(M)> (ln 38)

Looking up Return Value for method: <Main: java.lang.Object foo (M

)>

. from INVOKE of method: <java.util.ArrayList: java.lang.Object get(int)> (ln 35);
* method is a collection method.
. Looking up COLLECTION_WRITEs to collection temp$0 (2 steps):
Figure 1: Example Java Program. (1/2) Resolving base temp$0 from instance method invocation
<M: java.util.ArrayList getList()>
Looking up Return Value for method: <M: java.util.ArrayList getList ()>
... READ from field: <M: java.util.ArrayList list>
(2/2) Found COLLECTION_WRITE call to collection (ln 10) with argument a.
« a was formal parameter 0 to method: <M: boolean addToL(java.lang.Object)>
. from INVOKE of method: <M: boolean addTolL(java.lang.Object)> (ln 25)
Formal a was argument 0 in call.
Variable is local: temp$2 = new java.lang.Object (ln 22)
. from INVOKE of method: <M: boolean addTolL(java.lang.Object)> (ln 26)
Formal a was argument 0 in call.
Variable is local: temp$3 = new java.lang.Object (ln 23)

Figure 4: Unfiltered Object History for variable x.



main ().

3. TECHNICAL CORE

We compute object histories in a number of phases. First,
we use a intraprocedural dataflow analysis to track objects
within methods. Next, we compute the set of program
events based on the intraprocedural history information.
Our implementation serializes the object histories so that
they may be viewed in an Integrated Development Environ-
ment. Developers may then query the events database by
specifying a method and local variable; our analysis com-
putes and returns the object history for the requested vari-
able. Our approach also supports filtering: users may greatly
increase the precision of the query results by selecting a par-
ticular object and rejecting history information that is prov-
ably irrelevant to (does not alias) the selected object.

3.1 Preprocessing

Our algorithm for computing object histories assumes that
points-to analysis [?] results are available. We start with an
intraprocedural history analysis, which gathers the history
of each object-typed local variable in each method. We then
organize the intraprocedural history information to support
efficient queries.

Intraprocedural Histories.

Our analysis first computes intraprocedural object histo-
ries: that is, for each method m and each local variable v,
we determine the possible sources of v. Our intraprocedu-
ral analysis is a variant of copy propagation which classifies
sources for v into one of five types: 1) m’s formal parameters
(i.e. v is a formal parameter of m); 2) reads from fields (v =
0. f); 3) return values from a call to method p (v = p() or
v = 0.p()); 4) new object instantiations (v = new X());
and 5) catch exception-handling blocks (catch (v)). Our
analysis computes a set of sources for each variable v at each
program point in m.

3.2 Computing Method and Field Summaries

We next use the intraprocedural history information to
compute summaries for each method. A summary for method
m consists of the following information: 1) a summary of
heap changes effected by m; 2) information about the actual
parameters of methods called by m; 3) information about
the return values from m; 4) the intraprocedural history in-
formation for m; and 5) a list of callers of m.

Abstraction.

Our basic abstraction is field-based; that is, we combine
information for all fields £ of a class. (We found that our
filtering technique, as described below, provides most of the
advantages of an field-sensitive approach.) Our field-based
approach, combined with filtering, is particularly effective
for typical Java programs, which mostly access fields on the
this object.

We also store local variables by name for use within meth-
ods.

Field Changes.

Our summaries include information about the field changes
that each method effects. A field change includes infor-
mation on the kind of change (e.g. COLLECTION_READ,

COLLECTION_WRITE), a reference to the abstract object
being mutated (the subject of the change), a reference to
the abstract object being added or removed (the indirect
object of the change), and any relevant additional method
arguments.

Parameters and Return Values.

We record the identity of the parameters and return val-
ues with our method summaries by storing the relevant local
variable names. The intraprocedural history information en-
ables us to map the parameters and return values to their
sources.

3.3 Answering queries

By combining intraprocedural object histories from sev-
eral methods with pointer analysis information, our system
provides useful information to developers about the prove-
nance of their objects.

An object history query consists of a pair (m,v) where m
is a method and v is a local variable belonging to m. Our
system answers a query with a sequence of history events.
We create four types of history events: object instantiations;
objects passed back to callers as method return values; ob-
jects passed to methods as actual parameters; and field or
collection accesses.

We combine local object histories to answer queries. Start-
ing at method m, we report events on variable v. If v is a
return value from method m/, we retrieve the method sum-
mary for m’ and recursively report events for the return
value of m’ using its history. Similarly, if v is parameter n
of method m, we use the call graph to fetch a list C' of callers
to m and recursively report events for actual parameter n of
each call ¢ € C to m. Finally, if v was read from field £ of
class K, we report object histories for each write to field f of
K. Similarly, if v was retrieved from a collection ¢ stored in
field g of class K, we report histories for each addition to col-
lection £. (Our filtering algorithm helps eliminate irrelevant
writes.)

3.4 Filtering

We have implemented a postprocessing phase which filters
the analysis results based on pointer analysis information be-
fore returning the results to the user. To implement filter-
ing, we augment our abstraction with all relevant points-to
sets, and record them as we compute our intraprocedural
histories and summaries. In response to a query, we filter
INVOKE events which correspond to calls to instance invoke
statements as well as READ fields corresponding to reads of
instance fields. (Our histories also account for static meth-
ods and fields.)

Note that it is incorrect to ask the points-to analysis about
receiver objects that may alias the query variable v. In
particular, object histories record the evolution of a variable
as it passes through the heap.

Consider an instance field READ v = o.f of field £ be-
longing to class C. Our raw algorithm considers all WRITEs
to field C. £. Filtering reduces this set of WRITEs by run-
ning a points-to analysis query on every write to p.f = x
of field C. f, checking that o may alias p.

Object history queries encounter instance invokes n. foo ()
when traversing the intraprocedural history information, say
for a method m (). But the intraprocedural history infor-
mation also contains information about all of the callers to



m (), including points-to information about the parameters
to m() at each of the sites calling it. Our filtering informa-
tion rejects the call to n. foo () if it is inconsistent with the
points-to information it has collected.

3.5 Remarks

We only analyze non-library classes of our application. In
principle, library classes could affect object histories. How-
ever, we believe that object histories are still useful even if
they omit the effects of library classes, for a number of rea-
sons. First, we explicitly summarize the effects of collection
classes, which are the likely to be the most-relevant library
methods for understanding where objects come from. Sec-
ond, the fact that we do not require the complete system de-
pendence graph (as in program slicing), but instead combine

. READ from field: <....mxGraph: ....mxGraphSelectionModel selectionModel>
events from different methods in a flow-insensitive faSthIl, is Field was ASSIGNED INVOKE <....mxGraph: ....mxGraphSelectionModel createSelectionModel()> (In 472)
$r8 was assigned from INVOKE of method: <....mxGraph: ....mxGraphSelectionModel createSelectionMode
qulte useful: arbltrary control-flow in hbrary methods can- Looking up Return Value for method: <....mxGraph: ....mxGraphSelectionModel createSelectionModel ()>
Variable is local: $rl = new ....mxGraphSelectionModel (1ln 483)

not affect our results. Our results will only omit writes to
fields and collections by library classes. In general, library
classes would not write to application fields, since they would
not be aware of their existence. There is no conceptual bar-
rier to analyzing library classes as well; we only chose to
omit them to limit the size of our analysis results.

Because our approach is flow-insensitive, we sacrifice some
information that would be available in program dependence
graphs about statement ordering. In particular, if we request
the history of a variable in method m, which is called by
method n, then we cannot exclude the statements which
happen in n after the call to m. That is, we simultaneously
compute both the backward and forward slices as responses
to our query.

4. EXPERIMENTAL RESULTS

We have implemented our analysis to compute object his-
tories on top of the Soot program analysis framework [?],
implemented a graphical tool to browse these object histo-
ries, and investigated the behaviour of our system on two
benchmarks. Our benchmarks are the Gantt project and
jGraphX. In this section, we describe our benchmarks and
what we found out about them by using object histories.

4.1 GanttProject

Our first benchmark is version 2.0.10 of GanttProject,
a GPLed tool for project scheduling and management im-
plemented in Java. It consists of 64,000 lines of Java code
in 482 classes.

We investigated the code for GanttProject and picked
a typical method, getProject (), which belongs to the

GanttXMLSaver class. It retrieves the value of the myProject

field. Our tool gives the following output for this method:

Object history for method: <...GanttXMLSaver:
net.sourceforge.ganttproject.IGanttProject getProject ()>
and variable: $rl

. READ from field: <...GanttXMLSaver:
net.sourceforge.ganttproject.IGanttProject myProject>
Field was ASSIGNED PARAMETER 0 (1ln 67)
rl was parameter number: 0 to method: <...GanttXMLSaver: void <init>(...)>

. from INVOKE of method: <..GanttProject$ParserFactoryImpl: ...GPSaver newSaver ()>

Variable is local: $rl = new ...GanttXMLSaver (ln 2458)

We can see that the myProject field was written by the
method newSaver of the anonymous ParserFactoryImpl
inner class of GanttProject.

4.2 JGraph X

We have also run our object history tool on version 0.99.0.7
of the JGraph X graph drawing and visualization compo-
nent. This benchmark consists of 42,500 lines of Java code

in 82 classes.

he method setSelectionCell () from the mxGraph
class contains a read from the selectionModel field. Our
object history tool then browses the set of events and finds

that this field was written to at line 472 of the mxGraph
class, in the createSelectionModel () method. Fur-
thermore, createSelectionModel () instantiates a new
mxGraphSelectionModel at line 483. We can therefore
see that our object histories successfully traverse the heap
and find the instantiation site of an object created elsewhere
in the program.

Object history for method: <....mxGraph: void setSelectionCell (java.lang.Object)>
and variable: $r2

5. RELATED WORK

We discuss three main areas of related work: points-to
analysis (and its applications to program understanding),
program slicing, and program exploration approaches.

5.1 Points-to Analysis

Our approach relies on good points-to analysis informa-
tion to filter query results. We use the default Spark im-
plementation of points-to analysis due to Lhotdk [?], which
computes call graph and context-insensitive field-sensitive
points-to information for Java programs.

Points-to analysis is useful for program understanding; for
instance, Ghiya [?] describes how displaying the read and
write sets associated with particular program points can help
developers with program understanding. Object histories
help make points-to information more helpful to develop-
ers by showing the evolution of abstract memory locations
(points-to sets) over time.

5.2 Program Slicing

Object histories can answer queries about a program vari-
able by identifying a set of program events potentially rele-
vant to the history of that variable. Program slicing [?, 7]
attempts to identify a minimal subset of the program which
affects a variable at a given program point.

A key difference between our approach and program slic-
ing is that our approach is flow-insensitive at an interpro-
cedural level. Typical slicing approaches compute a Pro-
gram Dependence Graph, or, interprocedurally, a System
Dependence Graph [?] and identify all statements which
exert control or data dependencies on the variable being
queried. Such dependencies are paths through the PDG
or SDG. Our approach instead computes a set of events in
the program, organized by method, and recursively queries
this set of events to build object histories. We have cho-
sen to define an event e to be relevant to a query on vari-
able v if v is transitively data-dependent on e. Our flow-
insensitive, event-based approach preserves much less state
and hence makes queries significantly easier to answer: in-
stead of needing to traverse the entire program, we can
construct a list of relevant events by querying the suitably-
indexed set of events. Furthermore, because object histo-
ries focus on summarizing the behaviour of reference-typed
variables, and need not deal with scalar variables (which



program slicing typically devotes significant effort to under-
standing), we could use object-specific events such as in-
stantiation and field reads in our summaries, and pointer
analysis information was particularly meaningful for sum-
marizing events. Our experience was that object histories, in
conjunction with the flow-sensitive, context-sensitive pointer
information, provided useful information about program be-
haviour.

Kaveri [?] is an Eclipse plugin providing a front-end to the
Indus slicer for Java programs. Our filtering by pointer in-
formation, in particular, is similar to Indus’s use of share
entities [?]. Our results, however, indicate that detailed
pointer analysis information eliminates much of the need
for considering complex dependence graphs which summa-
rize the whole program; instead, our object-insensitive, field-
based approach combined with field-sensitive pointer anal-
ysis successfully identifies a useful set of events for under-
standing the behaviour of heap-manipulating Java programs.

Another important difference between our approach and
typical program slicing is our special treatment of collection
classes. Because Java programs use collections extensively,
encoding the semantics of collection manipulations into our
algorithms enables our histories to express what happens
to objects over their lifetime more succinctly than it could
otherwise.

5.3 Program Exploration Approaches

Demsky and Rinard present a technique for program ex-
ploration and understanding where object states depend on
their dynamic membership in collections, or roles [?]. In
their approach, a role represents a set of referencing rela-
tionships from and to a particular heap object; membership
in collections is represented by inbound references to that
object. They compute enhanced method interfaces by an-
alyzing program execution traces. These enhanced method
interfaces summarize the read and write effects of methods,
similar to our intraprocedural object histories.

Another event-based program exploration and verification
approach is the Program Query Language [?]. As with
object histories, PQL also abstracts programs into a set
of events and proposes a query language over this set of
events and uses pointer analysis to improve the relevance of
its query results. However, PQL was designed to support
queries which find application errors and security flaws, and
it therefore focusses on finding all points in a program which
satisfy a query (i.e. execute a certain set of events), rather
than displaying the events leading up to a query consisting
of a specific program point.

6. CONCLUSION

In this paper, we have presented object histories, which
enable developers to easily locate program statements rel-
evant to a particular object-typed variable. Object histo-
ries operate on an event-based flow-insensitive abstraction
of the program, enabling them to be easily stored and later
retrieved; we anticipate adding support for browsing ob-
ject histories to an Integrated Development Environment.
Our analysis computes complete object histories for objects,
which can summarize all events for an object, starting from

the query point and reaching that object’s instantiation points.

Queries of an object history database are fairly straightfor-
ward and do not require nontrivial program analysis. Our
experience with object histories on two nontrivial bench-

marks suggest that they have significant potential to help
developers navigate large programs.
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