Software Testing, Quality Assurance & Maintenance
(ECEA453/CS447/CS647 /SEA65): Midterm

February 10, 2009

This open-book midterm has 5 questions and 90 points. Answer the questions in your
answer book. You may consult any printed material (books, notes, etc).

Question 1: Prime Path Coverage (25 points)

Consider the following code (modified from the GPLed library pdfsam by Andrea Vacondio):

public static File generateTmpFile(String filePath){
log.debug("Creating temporary file..");

File retVal = null;

boolean alreadyExists = true;

int enthropy = 0;

String fileName = "";

String randomString = "qqqq"; // not so random anymore. -PL

while(alreadyExists){
fileName = FileUtility.BUFFER_NAME+randomString+
Integer.toString(++enthropy)+".pdf";
File tmpFile = new File(filePath+File.separator+fileName) ;
if (!(alreadyExists = tmpFile.exists())) {
retVal = tmpFile;
}
}
return retVal;

}

(5 points) Draw a control-flow graph for this method. (10 points) Enumerate the test re-
quirements for Prime Path Coverage on your CFG. (10 points) Provide a test suite for this
method which will satisfy prime path coverage using Best Effort Touring and explain why
your test suite satisfies PPC. If there are infeasible test requirements, state why they are
infeasible. (A test case may assume that it starts in an empty directory, but may create new
files in that directory before calling generateTmpFile. Just write “create file X”.)

Question 2: Comparing ADUPC and PPC (30 points)

Draw a control-flow graph, annotated with the relevant definitions and uses, where ADUPC
and PPC impose the same test requirements. (List these test requirements.) Your CFG
must contain a loop.



Question 3: Comparing EPC and EC (10 points)

Edge-pair coverage ought to impose more test requirements than edge coverage. (6 points)
Write a Java method where EPC imposes a test requirement that EC doesn’t impose. (You
can do this with 3 lines of code.) Draw the CFG and write out the test requirements for
both EPC and EC. (2 points) Produce a test set that satisfies EC but not EPC. (2 points)
Produce a test set that satisfies EPC.

Question 4: Creating a Finite State Machine (25 points)

Read the attached excerpt from RFC 4254, “The Secure Shell (SSH) Connection protocol”.
This excerpt descripts the protocol for handling an SSH channel. (a) (10 points) Describe the
abstract states in this protocol. (We've seen how to create a single FSM for a specification.
If you think you can create interacting server and client FSMs, go for it.) (b) (10 points)
Describe the transitions between states. (c¢) (5 points) Draw the FSM for opening, using,
and closing SSH channels.

Note: Avoid creating an FSM that looks like a control-flow graph.



Printed by Patrick Lam

Feb 02, 10 20:33 rfc4254—excerpt.txt Page 1/2 Feb 02, 10 20:33 rfc4254—excerpt.txt Page 2/2
Excerpt from RFC 4254, "The Secure Shell (SSH) Connection protocol”, before it must wait for the window to be adjusted. Both parties use
by T. Ylonen and C. Lonvick. the following message to adjust the window.
5. Channel Mechanism byte  SSH_MSG_CHANNEL_WINDOW_ADJUST
uint32  recipient channel
All terminal sessions, forwarded connections, etc., are channels. uint32  bytes to add
Either side may open a channel. Multiple channels are multiplexed
into a single connection. After receiving this message, the recipient MAY send the given number
of bytes more than it was previously allowed to send; the window size
Channels are identified by numbers at each end. The number referring to is incremented. Implementations MUST correctly handle window sizes
a channel may be different on each side. Requests to open a channel of up to 232 - 1 bytes. The window MUST NOT be increased above
contain the sender’s channel number. Any other channel-related messages 2732 - 1 bytes.
contain the recipient’s channel number for the channel.
Data transfer is done with messages of the following type.
Channels are flow—controlled. No data may be sent to a channel until
a message is received to indicate that window space is available. byte  SSH_MSG_CHANNEL_DATA
uint32  recipient channel
5.1. Opening a Channel string data
The maximum amount of data allowed is determined by the maximum
When either side wishes to open a new channel, it allocates a local packet size for the channel, and the current window size, whichever
number for the channel. It then sends [a] message to the other Is smaller. The window size is decremented by the amount of data
side, and includes the local channel number and initial window size sent. Both parties MAY ignore all extra data sent after the allowed
in the message. [...] window is empty.
The remote side then decides whether it can open the channel, and Implementations are expected to have some limit on the SSH transport
responds with either SSH_MSG_CHANNEL_OPEN_CONFIRMATION or layer packet size (any limit for received packets MUST be 32768 bytes
SSH_MSG_CHANNEL_OPEN_FAILURE. or larger, as described in [SSH-TRANS]). The implementation of the
SSH connection layer
byte  SSH_MSG_CHANNEL_OPEN_CONFIRMATION o MUST NOT advertise a maximum packet size that would result in
uint32  recipient channel transport packets larger than its transport layer is willing to
uint32 sender channel receive.
uint32 initial window size
uint32 maximum packet size o MUST NOT generate data packets larger than its transport layer is
channel type specific data follows willing to send, even if the remote end would be willing to accept
very large packets.
The 'recipient channel’ is the channel number given in the original
open request, and 'sender channel’ is the channel number allocated by [...]
the other side.
5.3. Closing a Channel
byte SSH_MSG_CHANNEL_OPEN_FAILURE
uint32  recipient channel
uint32 reason code When a party will no longer send more data to a channel, it SHOULD
string  description in ISO-10646 UTF-8 encoding [RFC3629] send SSH_MSG_CHANNEL_EOF.
string language tag [RFC3066]
byte SSH_MSG_CHANNEL_EOF
If the recipient of the SSH_MSG_CHANNEL_OPEN message does not support uint32  recipient channel
the specified 'channel type’, it simply responds with
SSH_MSG_CHANNEL_OPEN_FAILURE. The client MAY show the 'description’ No explicit response is sent to this message. However, the application
string to the user. If this is done, the client software should take may send EOF to whatever is at the other end of the channel. Note that
the precautions discussed in [SSH-ARCH]. the channel remains open after this message, and more data may still be
sent in the other direction. This message does not consume window space
The SSH_MSG_CHANNEL_OPEN_FAILURE 'reason code’ values are defined in and can be sent even if no window space is available.
the following table. [...]
When either party wishes to terminate the channel, it sends
Symbolic name reason code SSH_MSG_CHANNEL_CLOSE. Upon receiving this message, a party MUST
|||||||||||||||||||||||| send back an SSH_MSG_CHANNEL_CLOSE unless it has already sent this
SSH_OPEN_ADMINISTRATIVELY_PROHIBITED 1 message for the channel. The channel is considered closed for a
SSH_OPEN_CONNECT_FAILED 2 party when it has both sent and received SSH_MSG_CHANNEL_CLOSE, and
SSH_OPEN_UNKNOWN_CHANNEL_TYPE 3 the party may then reuse the channel number. A party MAY send
SSH_OPEN_RESOURCE_SHORTAGE 4 SSH_MSG_CHANNEL_CLOSE without having sent or received
SSH_MSG_CHANNEL_EOF.
[.]
byte SSH_MSG_CHANNEL_CLOSE
5.2. Data Transfer uint32  recipient channel
This message does not consume window space and can be sent even if no
The window size specifies how many bytes the other party can send window space is available. [...]
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